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Quantum Cryptography: public key distribution and coin tossing (B.B.84)

Keys and Key Distribution :

e The key is known only to sender and
receiver: it is secret.

« Anyone who knows the key can
decrypt the message.

» Key distribution is the problem of

exchanging the key between sender
and receiver.
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Quantum Cryptography: public key distribution and coin tossing (B.B.84)
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Cryptosystem, quantum key distribution , one-time pad
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Photon % Q @ " Q
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Bob’s Bit 0 0 0 1 1

The test bits allow Test bits

~ Alice and Bob to

~ test whether the
channel is secure.
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TABLE II. Result of IRE on various cryptographic protocols: Eve’s information, Bob’s in-
formation and error rate for a single IRE event, and the fraction of eavesdropped transmissions
needed to make both informations equal to each other.

Units Bases Vectors Ig Ip Ep X

Bits 2 4 0.500000 0.188722 0.250000 0.682 14
Bits 3 6 0.333333 0.081710 0.333333 0.68128
Trits 4 12 0.250 000 0.053 605 0.500000 0.71770
Trits 13 12 0.575 142 0.143418 0.391738 0.51007
Trits 13 21 0.442765 0.150431 0.385022 0.689 94

o
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0.4

Alice-Bob mutual information

0.2

e s
Alice-Eve mutual information
weeneeeee 2-dim., 2 bases [2]
_____ 2-dim., 3 bases [3,4]
~wemw= 3-dim., 13 bases, 12 vectors
_______ 3-dim., 13 bases, 21 vectors
———— 3-dim., 4 mutually unbiased bases

FIG. 2. Mutual informations for the various protocols listed
in Table II, when the fraction of intercepted particles is 0 <
x < 1. For the case of 13 bases and 12 vectors, it is assumed
that in the remaining fraction (1 — x), Eve performs passive
eavesdropping on incomplete bases. The data are given in bits
for 2-dimensional systems, and trits for 3-dimensional ones.
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